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DETAILED ACTION 

The application of Grebenev, for a "Kernel-level method of flagging problems in 
applications" filed February 23, 2004, has been examined. 
Claims 1-20 are presented for examination. 
Claims 1-20 are rejected under 35 (JSC § 102. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), 
by another filed in the United States before the invention by the applicant for patent or (2) a 
patent granted on an application for patent by another filed in the United States before the 
invention by the applicant for patent, except that an international application filed under the treaty 
defined in section 351(a) shall have the effects for purposes of this subsection of an application 
filed in the United States only if the international application designated the United States and 
was published under Article 21(2) of such treaty in the English language. 

Claims 1-11, and 18 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Sen (U.S. PGPUB No. 20040261081). 

As per claim 1 , Sen discloses a method of identifying problems in applications 
(Fig. 7), comprising: monitoring at a kernel level system resource usage of one or more 
running applications without modifying run-time environments of the running 
applications (Fig. 7. element 704) 

and identifying from the monitored system usage, an application whose system 
usage pattern satisfies a predetermined criteria associated with one or more problems 
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(Fig. 7, elements 706, 710). 

As per claim 2, Sen discloses the system resource usage comprises one or more 
processes that the one or more running applications have spawned (Fig. 7, element 
704). 

As per claim 3, Sen discloses the system resource usage comprises central 
processing unit usage of the one or more running applications (Fig. 6. element 616). 

As per claim 4, Sen discloses the system resource usage comprises memory 
usage of the one or more running applications (Fig. 4). 

As per claim 5, Sen discloses producing an output comprising at least the system 
resource usage associated with each of the one or more running applications (Fig. 6, 
element 608). 

As per claim 6, Sen discloses identifying from the output an application whose 
system resource usage pattern satisfies a predetermined criteria associated with one or 
more problems (Fig. 7, elements 706, 710). 

As per claim 7, Sen discloses the predetermined criteria is an increase in amount 
of the system resource usage from a first period to a second period (Fig. 4 and Fig. 7, 
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As per claim 8, Sen discloses the predetermined criteria is a continuous increase 
in amount of the system resource usage from a first period to a second period (Fig. 4 
and Fig. 7. element 706). 

As per claim 9, Sen discloses using an available kernel level tool to obtain data 
associated with the system resource usage (Fig. 2, element 204). 

As per claim 10, Sen discloses using an available kernel level tool to obtain data 
that includes the system resource usage (Fig. 2, element 204) 

and filtering the data to obtain a selected system resource usage (page 4, 
paragraph [0035]). 

As per claim 1 1 , Sen discloses using the filtered data to identify an application 
(Fig. 7, element 704) whose system resource usage pattern satisfies a predetermined 
criteria associated with one or more problems (Fig. 7, elements 706, 710). 

As per claim 18, Sen discloses a system for identifying problems in applications 
(Fig. 7), comprising: a data collection module operable to retrieve information about a 
running application at a kernel level (Fig. 7, element 704) 
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and a data analysis module operable to determine from the retrieved information 
an abnormal system usage pattern in the information (Fig. 7, elements 702, 706). 

Claims 12-17, and 19-20 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Merger et al. (U.S. PGPUB No. 20020161932). 

As per claim 12. Merger discloses a method of identifying memory problems in 
applications (Fig. 1), comprising: 

monitoring at a kernel level memory usage of a running application without 
modifying a run-time environment of the running application (page 2, paragraph [0016]) 
and producing an output comprising at least the memory usage (Fig. 1, element 24, 
Memory Statistics). 

As per claim 13, Merger discloses analyzing the output (page 3, paragraph 
[0037]) to identify a memory problem (page 3, paragraphs, [0028], [0034] and [0035]). 

As per claim 14, Merger discloses a method of identifying memory problems in 
applications, comprising: 

monitoring at a kernel level memory usage of one or more running applications 
without modifying run-time environments of the running applications (page 2, paragraph 

[0016]) 
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producing an output comprising at least the memory usage of one or more 
running applications (Fig. 1, element 24, Memory Statistics) 

and identifying from the output (page 3. paragraph [0037]) an application whose 
memory usage pattern satisfies a predetermined criteria associated with one or more 
memory problems (page 3, paragraphs, [0028], [0034] and [0035]). 

As per claim 15, Merger discloses a method of identifying memory problems in 
applications (Fig. 1), comprising: 

monitoring at a kernel level memory usage of one or more running applications 
without modifying run-time environments of the running applications (page 2, paragraph 
[0016]) 

and identifying from the monitored memory usage (page 3, paragraph [0037]) an 
application whose memory usage pattern satisfies a predetermined criteria associated 
with one or more memory problems (page 3, paragraphs, [0028], [0034] and [0035]). 

As per claim 16, Merger discloses the monitored memory usage comprises at 
least a stack memory, data memory, and text memory (Fig. 1, element 20). 

As per claim 17, Merger discloses a method of identifying memory problems in 
applications (Fig. 1), comprising: 
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collecting system resource usage at a kernel level of one or more running 
applications (Fig. 1, element 24) without modifying run-time environments of the running 
applications (page 2, paragraph [0016]) 

and identifying from the collected system resource usage (page 3, paragraph 
[0037]) an application whose system resource usage pattern satisfies a predetermined 
criteria associated with one or more system resource usage problems (page 3, 
paragraphs, [0028], [0034] and [0035]). 

As per claim 19, Merger discloses a program storage device readable by 
machine, tangibly embodying a program of instructions executable by the machine to 
perform method steps of identifying problems in applications, comprising: 

monitoring at a kernel level system resource usage of one or more running 
applications without modifying run-time environments of the running applications (page 
2, paragraph [0016]) 

and identifying from the monitored system usage (page 3, paragraph [0037]) an 
application whose system usage pattern satisfies a predetermined criteria associated 
with one or more problems (page 3, paragraphs, [0028], [0034] and [0035]). 

As per claim 20, Merger discloses the system resource usage is memory usage, 
CPU usage, or one or more spawned processes, or combinations thereof (Fig. 1, 
element 20). 
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Related Prior Art 

The following prior art is considered to be pertinent to applicant's invention, but 
nor relied upon for claim analysis conducted above. 

Rishi et al. (U.S. Patent No. 5,953.530), "Method and apparatus for run-time 
memory access checking and memory leak detection of a multi-threaded program". 

Sankaranarayan et al. (U.S. Patent No. 6,799,208), "Resource manager 
architecture". 

Dubai (U.S. Patent No. 6,976.193), "Method for running diagnostic utilities in a 
multi-threaded operating system environment". 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Elmira Mehrmanesh whose telephone number is (571) 

272- 5531. The examiner can normally be reached on 8-5 M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Robert W. Beausoliel can be reached on (571) 272-3645. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
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For more information about the PAIR system, see littp://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




